CENG334
COMPUTER NETWORKS
LABORATORY MANUAL VI

In this weeks laboratory manual, we will use Wireshark to study IPv4 headers. Wireshark is
a powerful network analysis software. It can capture incoming/outgoing network packages
to/from your computer and display the structure of these packets. It can also save captured
packets to a file and load captured packets from it later.
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Wireshark main window. Download sample capture file from course web page and load it via File -> Open.
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You can browse captured packages from the upper list.
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To select IPv4 headers of captured packages, select "Internet Protocol Version 4" part from the middle list.
You can see the header at the lower part.
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Vmrmsor: 4
Header length: 20 bytes

& biffersntiated Services Field: owdo (GSch cxou: Default; BCN: Gx00: Not-ECT IMot ECh-Capable Transpart)
Total Langth; 48
Identification: oxafal (3905)
& Flage: Col [en't Fraget]
Frageent offset: 0
Tima to liwa: 128

Pratecel: TP (8]
* Header checksum: i5leb [correct]

Source: 145, 254,160,297 145, 254, 160,257

Destination: @5.300. 39,373 @, 208, 729, 3231

ISource GesIP: Unknown]

IBestination deals: Unknows)

HH

Selecting different parts of the packet will highlight the associated bits in the lower section. Here we have
selected and extended the header to show detailed information about the fields.
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¢ Frame 1: €3 bytes on wire |96 Bits), 63 bytes captured (498 bita]
+ Ethernet 11, Src: Xerox_00500:00 Deti

| » Dufferantiated Sarvices Field: w00 (0SCP e00: Default; BCN: Cw00: Net-ECT (Mot ECN-Capable Transpart)]
Total Langth: 48
| mdentification: oeofal (3905)
- Flags: Cotiz lBen:t Fragesat]
| - Frageent offsst: @
Tima to live: 128
| - erotossl: Tow ()
» Header checksw: Dgled [correct]
| Source: 145,254,160, 297 |145.254. 160, 297)

¢+ Frame 13 62 bytes on wire (496 Bits), 62 byts

+ Ethernet II, Src: Meros 0050000 Det:

- Intarnat Protocel Versien 4, Src: 145, 254,160,257 (145.254.160.257), Det: 65.308.208.293 [65.208. 228,223}
wernion: 4

e
Header length: 20 bytes
| & bifferentiatod Sarvices Field: owon (oecp aeon: befault: ECN: Geod: Wet.ECT IMst Eth.Capabla Transpart) )
- Tatal Langth: &8
| ification: Owofal (30051
» Flags: Couz (Den't Fragesnt]
| - Frageent offseti @
Tima to live: 128
| - protecsl: TR (el
* Header check: anslet lcorrect]
| b e 50,297 1185, 754
I}

- Deatinsts 208,328,373 |, 708, 328, 323
[Ssurce GealP:

Unkngwn]
IBestinatien deald: Lrknows)

1 00000000 Q0000000 CO000000 DO0CL000 D000000O OLDOALDL

DOC00000D DO110000 00001111 01000001 01000000 0000000 10000000
10010001 11101011 Q1000001 11010000
11100100 11011111 06001101 06101100 00000000 AID100GG 00111000 10101111
00000000 00000000 G000G0R0 1110000 £OD0A10
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... and see how the fields are represented in binary or hexadecimal.

Study the rest of the packets in the sample file and observe how each field is organized in
each packet.




Calculating Checksum

You should follow three steps to calculate the checksum of an IPv4 header. As an example,
the first packet in the sample capture file will be used. This header can be displayed as
45 00 00 30 Of 41 40 00 80 06 00 00 91 fe ad® ed 41 dO e4 df in
hexadecimal form. Note that the checksum field is currently empty.

1.

Calculate the sum of every 2 bytes.

= 4500 + 0030 + O0f41 + 4000 + 8006 + 0000 + 91fe + abGed + 41d0O
+ e4df

= 00036ell

. The first 2 bytes are the carry, add them to the rest.

0003 + 6ell
6el4

Obtain 1's complement of this value.
~6el4
91eb

Write the result obtained in Step 3 to checksum field of header.
45 00 00 30 Of 41 40 00 80 06 91 eb 91 fe a0 ed 41 dO e4 df

Verifying Checksum

Verifying a checksum is almost similar to calculation, but now you must also add checksum
to the sum operation in Step 1.

4500 + 0030 + O0f41 + 4000 + 8006 + 91eb + 91fe + aled + 41dO + eddf
0003 fffc

0003 + fffc
ffff

~FFff
0000

If you obtain 0000 in the final step, then that means the contents of the header has been
correctly received. If not, it means there had been error(s) while receiving the package and it
should either be repaired or received again.



Exercise

The C program below displays an IPv4 header which is defined in an array. Run it, then
modify it to calculate the checksum of the header.

A reminder;

* char=1 byte

* shortint = 2 bytes
* int=4 bytes

* long int = 8 bytes

#include <stdio.h>

int main()
{ »

int i;

unsigned short int byte grp;

unsigned char header[20] = { 0x45, 0x00, 0x00, 0x30, 0x0f, 0x41l, 0x40, 0x00, 0x80, 0x06, 0x00,
0x00, O0x91, Oxfe, Oxad, Oxed, 0x41l, 0xdO, Oxe4, Oxdf };

for (1 =0; 1 < 10; i++)

{
byte grp = (header[2 * i] << 8) + header[2 * i + 1];
printf("%04x ", byte grp);

}

return 0;




